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Global Plan (GASeP) and the USAP-CMA 
Audit Programme 

Note: this folder contains many elements from ICAO documents 

 

1. Introduction 
The rapid evolution of terrorism in recent years and the marked interest of radical groups in civil 

aviation, as evidenced by recent attacks against civil aircrafts and airports, require a rise in the global 

level of civil aviation security. As recalled by UN Security Council Resolution 2309, air transport 

remains one of the preferred targets of terrorists, which requires resolute and vigorous action by 

States. 

The launch of the Global Security Plan (GASeP) adopted by ICAO in late 2017 is fully in line with this 

approach and complements the significant improvements brought by the USAP audit reforms 

initiated in 2015. 

Under the Chicago Convention, ICAO Contracting States are responsible for compliance with ICAO 

Annexes in order to ensure a safe and secure air transport system. In the field of aviation security, 

each State is responsible for the effective and sustainable implementation of ICAO Annex 17 

Standards and Recommended Practices (SARPs), and of the security-related SARPs of ICAO Annex 9.  

GASeP is a tool set up by ICAO to assist States, and the Universal Security Audit Programme – 

Continuous Monitoring Approach (USAP-CMA) aims to assess the results achieved by the audit and 

monitoring of the Member States' performance in aviation security. In fact, the establishment of the 

USAP is one of the main achievements of ICAO. It is the only worldwide applied oversight and 

compliance indication program for aviation security, based on accepted common 

methodology/auditing tools and performed under the same audit principles. Most relevantly to the 

GASeP it provides the only universal means of measuring whether the aims of the GASeP related to 

the effective implementation of Annex 17 Standards are really being achieved. 

 

2. USAP-CMA 
The ICAO Universal Security Audit Programme Continuous Monitoring Approach (USAP-CMA) was 

established in late 2002, and is auditing the implementation of Annex 17 provisions in the Member 

States. This helps States to improve their safety system by identifying gaps and proposing 

appropriate recommendations. It is also expected that these audits will provide a good feedback on 

Annex 17 provisions. 

The USAP Programme has evolved since its adoption in 2002, following the 33rd Session of the 

previous year. In Cycle I, from 2002 to 2007, only the standards of Annex 17 were audited, and the 

confidentiality of audit results was ensured. After the 36th Assembly in 2007, a new cycle has started, 
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Cycle II from 2008 to 2013, audits on Annex 17 standards and on security provisions in Annex 9. 

Then, a limited level of disclosure was put in place to promote exchanges between States. 

After the 38th Assembly in 2013, the USAP-CMA was established in 2015: its goal is to promote 

aviation security globally through risk-based auditing and monitoring the performance of Member 

States in aviation security. 

The USAP-CMA process consists of regularly obtaining and analyzing, on a continuous basis, data on 

the performance of Member States in the field of aviation security; identifying deficiencies in the 

overall aviation security performance of Member States and assess the risks associated with these 

deficiencies; submitting prioritized recommendations to assist Member States in addressing 

identified deficiencies; assessing and validating corrective actions taken by Member States and 

reassessing Member States' aviation security performance in order to continuously strengthen their 

oversight of aviation security and their ability to comply. 

The USAP-CMA Programme has become a powerful tool to know the reality of the field within the 

States, and to communicate with the States to support them in their implementation steps. It helps 

understanding the results obtained with the audits, and to better target the help that can be 

provided.  

 

3. GASeP  
There is no doubt that strengthening aviation security worldwide will have financial and economic 

benefits. GASeP is therefore intended to encourage ICAO, States, industry and stakeholders to 

demonstrate a stronger commitment to improving the security of global aviation. If all stakeholders 

assume their responsibilities, the constant level of safety and security of civil aviation operations will 

avoid human, economic, financial and other losses. A strengthened global aviation system will create 

an enabling environment for global economic growth and development that will benefit all States. 

GASeP objectives are to enhance aviation security worldwide and to assist States to work together to 
meet the commitments set out in UNSCR 2309 (2016) and the applicable Resolutions of the ICAO 
Assembly. 
 
The overarching principles that support the GASeP’s objective are: 
 
• No Country Left Behind. To ensure that the implementation of security SARPs are urgently 
undertaken globally so that all States have access to the significant socio-economic benefits of safe, 
secure and reliable air transport. 
• Effective implementation and compliance. Appropriate measures that are applied to ensure 
consistent outcomes, coupled with a robust security quality control and oversight system. 
• Sustainability. Utilizing measures that are proportionate and realistic in the long term, duly 
coordinated with entities from other sectors (e.g. aviation safety, air navigation, facilitation). 
• Cooperation and information sharing. Strengthen cooperation and sharing of information between 
and amongst States and stakeholders. To ensure that the principles of cooperation defined in 
bilateral 
and/or multilateral air services agreements, recognition of equivalent security measures, and focus 
on 
security outcomes continue to be the basis for international cooperation. 
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• Security culture and human capacity development. Establish a strong and robust security culture 
and develop human capital, skill and competency. 
• Innovation. Encourage States and stakeholders to devise, establish and share new and innovative 
ways to implement security policies and measures. 
• Identifying, understanding and managing risk. Enhance understanding of aviation security risks, 
and take appropriate and effective action.  
 
GASeP identifies five key priority outcomes where ICAO, States and stakeholders should focus their 

urgent attention, resources and efforts. These priorities derive from the main challenges that may 

face member states in delivering this objective. They are: 

 

a) Enhance risk awareness and response. Understanding risk is essential for policies and measures 

that are effective, proportionate and sustainable. Undertaking risk assessments will help to identify 

gaps and vulnerabilities, which can then be urgently addressed in the most practical way possible, 

and with optimal use of resources. 

 

b) Develop security culture and human capability. The promotion of effective security culture is 

critical to achieve good security outcomes. A strong security culture must be developed from the top 

management across and within every organization. The existence of a well-trained, motivated and 

professional work force is a critical prerequisite for effective aviation security. 

 

c) Improve technological resources and foster innovation. Promoting and applying better 

technological solutions and innovative techniques can provide the tools for enhancing security 

effectiveness while ensuring operational efficiency. 

 

d) Improve oversight and quality assurance. Effective quality control and oversight processes 

globally, nationally, and locally are critical in delivering sustained effective aviation security. 

 

e) Increase cooperation and support. Increasing collaboration between and within States will enable 

the key security objectives to be achieved more quickly and efficiently.  

 

Continued improvement in States’ effective implementation of Annex 17 is paramount to assure the 

security and regularity of air transport.  

4. Current Analysis: USAP and GASeP Fundamental Role in Improving 

Security 

The harmonized implementation of GASeP is ICAO’s first priority.  

It states, with priority action 5: "Increase cooperation and support", that capacity-building activities 

carried out by ICAO, by each State, by regional organizations or by industry stakeholders play a 

crucial role in supporting the efforts of Member States to comply with ICAO Standards and 

Recommended Practices (SARPs). The goal is to ensure a targeted approach to capacity building by 

ICAO, as well as tangible and sustainable results.  
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The mapping of all capacity-building activities (States, ICAO, other organizations, industry, etc.) is 

important to avoid duplication or scatter of assistance, and to identify gaps to be filled in the offer. 

This would also help to target assistance on the basis of States risk profile, as indicated by GASeP, 

which mentions the need for "long-term political will to improve" and the commitment of States 

receiving/requesting assistance to "apply assistance to improve effective implementation". 

The role of ICAO’s Universal Security Audit Programme (USAP) is: The effectiveness of its operation is 

essential to the successful implementation of GASeP objectives and helps to ensure the desired level 

of confidence in global aviation security. 

Evidence of the sustainability of aviation security improvements envisioned in the implementation of 

the Global Aviation Security Plan (GASeP) will depend on the ability to measure the successful 

implementation of these improvements. The Universal Security Audit Programme (USAP) will be an 

essential step in this process; it is therefore vital that the USAP builds the confidence of States and 

industry representatives in the status of effective and sustainable implementation of security 

measures, as defined in ICAO’s Annex 17. 

The full implementation of the USAP Continuous Monitoring Approach (CMA) began in 2015. With 

the launch of GASeP in November 2017, it is time to review the operation of the USAP to ensure that 

it can sustainably provide a high degree of confidence in the actual implementation of security 

measures on the ground and in achieving the more general objectives described above. 

An in-depth review of the audit program is discussed, taking into account the following challenges 

and issues: 

• Consistent interpretation of Annex 17 standards by all auditors; 

• A more operational focus reflecting the reality of the level of security on the ground; 

• A more understandable display of results; 

• Communication of corrective actions to be implemented rather than a percentage of 
compliance; 

• A formalized risk-based approach for prioritizing audits and selecting activities (document 
audit, implementation audit, monitoring or verification of the implementation of measures); 

• Provision, quality and training of auditors. 
 
It is also desirable to evolve the scope and methodology of the USAP Programme to ensure that it 
provides Member States with reliable information on the effective implementation of ground-based 
aviation security measures, and that the methodology takes into account a risk-based approach to 
the implementation of aviation security measures.  
 
It is envisaged to improve the monitoring and compliance indicators, the audits results, so that they 
will evolve to more effectively meet the expectations of Member States by providing clear guidance 
on the operational implementation of aviation security measures, as well as a more precise idea of 
the sustainability of each state's aviation security oversight system. The objective is that the results 
of the USAP-CMA should better reflect the sustainability of the aviation security system of the 
Member States and the level of implementation of aviation security standards at operation level. 
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5. Your proposals for evolution and improvement 

The 40th ICAO Assembly to be held in Montreal from 24 September to 4 October 2019 will provide an 

opportunity to review the state of international civil aviation, and to define the work program of the 

Organization for the next triennium. 

I propose to reflect on the security issues to be considered on this occasion and make proposals for 

decisions to improve the International Aviation security: 

I suggest you think about proposals: 

In collaboration with other Member States and international organizations, on a substantive 

evolution of USAP objectives and methodology to be decided at the 40th Assembly, to ensure that the 

USAP plays a full role in the successful implementation of GASeP and in building confidence in the 

international aviation security system; 

Proposed actions may include a revision of the indicators as well as a change in the method of 

disclosure of the audit results, which case includes an analysis of the reasons for the revision as well 

as the expected results. 
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APPENDIX: USAP-CMA PROCESS 

 

 

A State's aviation security performance is defined by the level of implementation at the national level 

of the critical elements of a security oversight system and by the degree of compliance with the 

standards of Annex 17 - Security and the standards of Annex 9 - Facilitation related to security and 

procedures, guiding elements and safety practices associated with them. 

 

There are 8 Critical Elements (CE): 

- The civil aviation security oversight system establishes: CE-1 Aviation Security Legislation, 

CE-2 Aviation Security Programmes and Regulations, CE-3 State Appropriate Authority for 

Aviation Security and its Responsibilities, CE-4 Personnel Qualifications and Training, CE-5 

Provision of Technical Guidance, Tools and Security Critical Information 

- The civil aviation security oversight system implements: CE-6 Certification and Approval 

Obligations, CE-7 Quality Control Obligations, CE-8 Resolution of Security Concerns 
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USAP-CMA principles are: Sovereignty, Universality, Transparency of Methodology, Timeliness, All-

inclusiveness, Consistency and Objectivity, Fairness, Quality, Confidentiality. 

A USAP-CMA Memorandum of Understanding (MoU) is established with the audit scheduling. The 

USAP-CMA audit covers 9 areas:  

1 REGULATORY FRAMEWORK AND NATIONAL LEG AVIATION SECURITY SYSTEM 

2 TRAINING AVIATION SECURITY STAFF TRG 

3 QUALITY CONTROL FUNCTIONS QCF 

4 FLIGHT OPERATIONS OPS 

5 AIRCRAFT SECURITY AND FLIGHT SAFETY IFS 

6 PASSENGER SAFETY AND LUGGAGE PAX 

7 AIR CARGO AND MAIL SECURITY CGO 

8 RESPONSE TO THE ACTS OF UNLAWFUL INTERVENTION AUI 

9 ASPECTS OF FACILITATION RELATED TO SECURITY 

 

There are 480 protocol questions on the 9 audit domains. The audit runs over 9 days in four parts 

and ends with a closing debriefing. 

Confidentiality with a limited level of disclosure is established by Article 32 of the MoU: the audit 

reports are confidential, and the tables indicate the level of implementation of the Critical Elements 

of an oversight system and an indication of its level of compliance with Annex 17 standards will be 

made available to all Member States on the USAP secure website. 
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The state monitoring system indicator is the average level of effective CE implementation found by 

the USAP-CMA audit. The compliance indicator is the average level of effective implementation of 

the Annex 17 standards and the security-related Annex 9 provisions in the 9 audit areas identified by 

the USAP-CMA audit. 

The audit may be required to propose a "Significant Security Concern" (SSC) when a State's aviation 

security competent authority allows the continuation of aviation activities in the absence of effective 

implementation of the minimum security requirements established by the State and the provisions of 

Annex 17 — Security related to essential aviation security controls, resulting in an immediate security 

risk for international civil aviation. 

These key areas include:  

• the screening and protection of passengers, cabin and checked baggages against unauthorized 

interference; 

• the security of freight and catering; 

• control of access to restricted areas and security restricted areas at airports; 

• the security of departing aircraft. 

The mechanism goal is to make the State react as quickly as possible: the SSC, which is identified by 

the audit team, is described during the debriefing and validated by a validation committee within 15 

days of the closing meeting of the audit. The confirmed SSC is formally notified to the State which is 

required to take immediate corrective action within 15 calendar days of receipt of the notification. 

Failure to implement corrective actions and their notification to ICAO within 15 days automatically 

results in notification of the SSC to other MS and publication of information on the ICAO secure 

website. 
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