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The Trust Framework to Promote 
Cybersecurity in Global Aviation 

Note: this folder contains many elements from ICAO documents 

1. Introduction: The Aeronautical System 

The complex aeronautical system is made up of a web of networks and devices, ever more connected 

and interdependent for the purpose of exchanging data and digital information. Stakeholders in the 

aviation industry such as States, aircraft and aerodrome operators, and air navigation service 

providers (ANSPs), among others, now base their day-to-day operations on interconnected and 

interoperable information and communications technologies (ICTs) and are now part of a digital civil 

aviation ecosystem. This interdependence is reinforced by new developments such as System-Wide 

Information Management (SWIM), the introduction of Remotely Piloted Aircraft systems (RPAS), as 

well as the emergence of new actors and users of airspace that are not yet operational.  

The evolution towards interconnected and interoperable information systems also creates new 

vulnerabilities. Cyber incidents can affect aviation at many levels and compromise the performance 

of the air navigation system. They can compromise the exchange of information between 

stakeholders, directly alter safety, capacity and efficiency, and have potentially serious repercussions. 

In a fully interconnected aeronautical environment, cyber resilience becomes essential to the safety 

of operations. The aviation system must therefore strengthen its resilience against cyber threats. 

Cyber resilience can be defined as the ability to withstand a situation where the performance of the 

aviation system would be reduced by cyber threats and incidents and rely on, but not limited to, loss. 

or data corruption and system disruptions, such as loss of connectivity or interoperability. 

Cyber resilience can be achieved by combining different standards, procedures and methods that 

help mitigate cyber threats to systems critical to aviation safety and efficiency. 

The 2019 edition of the Global Air Navigation Plan (Doc 9750) will underline the importance of 

providing civil aviation with an appropriate cyber resilience strategy, which is a key element in 

achieving the vision set out in the Global Air Traffic Management (ATM) Operational Concept (Doc 

9854). As a result, there is a need to increase stakeholders’ awareness about cyber threats, 

vulnerabilities and risks to the aviation system in order to further develop a set of coherent global 

strategies for cyber resilience in civil aviation. 

Recognizing the urgency and importance of protecting critical infrastructure and information and 

communication systems from civil aviation against cyber threats, the ICAO Assembly launched an 

appeal at its 39th session for the adoption of a coordinated strategy to build acceptable and 

responsive cyber resilience capabilities worldwide. 
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2. The GANP 

2.1 Operational and economic context of the Global Air Navigation Plan 
 
Air transport plays a major role in sustainable economy and social development. It contributes 
directly and indirectly to the employment of 58.1 million people, contributes over 2.4 trillion dollars 
to the world's gross domestic product (GDP), and carries more than 3.3 billion passengers and 6.3 
trillion dollars of freight a year. 
 
The pace and resilience of modern air traffic growth: Global air traffic has doubled in volume every 
15 years since 1977 and will continue to do so. This growth occurs despite broader recession cycles 
and illustrates how aviation investment can be a key driver of economic recovery. 

2.2 Presentation of the Global Air Navigation Plan  

The GANP is the strategy to put in place an interoperable global air navigation system, accessible to 
all users during all phases of flight, that meets agreed safety levels, offers optimal economic 
operations, is sustainable from the point of view environment and complies with national safety 
requirements. The GANP is becoming a global reference to transform the air navigation system in an 
evolutionary way so that no State or stakeholder is left behind. 

 

ICAO's Global Air Navigation Plan (GANP) is a comprehensive framework that includes the key 
principles of civil aviation policy to assist ICAO regions, sub-regions and States in preparing their 
regional and national air navigation plans. The objective of the GANP is to increase the capacity and 
improve the efficiency of the global civil aviation system while improving or at least maintaining 
safety. The GANP also includes strategies to address other ICAO strategic objectives. 
 
The GANP: 
 

• Requires states to compare their national or regional programs with the harmonized GANP, 
but provide them with greater investment certainty; 
• Requires active collaboration among states through PIRGs to coordinate initiatives under 
applicable regional air navigation plans; 
• Provides the states and regions with the tools they need to develop comprehensive business 
case analyzes as they seek to achieve their specific operational improvements; 
• Provides insight into the evolution of the Global ATM system and potential requirements for 
the industry to better anticipate its products. 

https://www.icao.int/airnavigation/Pages/GANP-Resources.aspx 

3. Current Analysis 

A resilient cyber system is needed to ensure a rich, real-time information-rich framework that 

enables predictive analysis and modeling. Combined with a range of automated decision and support 

tools, it will enable service evolution as envisioned in Doc 9854.  

3.1 Interconnectivity and cyber resilience of the system thanks to a trust framework 
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Effective management of cyber resilience requires a globally harmonized strategy among all 

stakeholders. There is a need to agree on interoperability arrangements for digital information 

systems in order to create an information-rich framework common to all aviation stakeholders. The 

secure and resilient exchange of information, which is essential to adapt to the needs of the ever-

changing aeronautical activity, can be ensured by means of a trust framework, including standards, 

procedures, concerted methods and agreements to exchange digital data between ground-ground, 

air-ground and air-air systems, and to regulate an identity system.  

There is also a need to strengthen the protection of information exchanged among stakeholders and 

between systems to increase cyber resilience. In this respect, international civil aviation can draw on 

models adopted by other business sectors, which rely on accessible and proven ICTs, such as the 

concept of trust frameworks, digital certificates and virtual private networks using a public Internet 

infrastructure. 

Digital data exchange systems and channels, which are critical for safety, need to be continually 

developed and revised using a design-first safety strategy that ensures cyber resilience through a 

variety of techniques and procedures.   

A global trust framework increases the interoperability and connectivity of digital systems and, 

hence, cyber resilience. The development of a global aviation trust framework should focus on 

governance, policies and overall technical performance requirements that would be implemented by 

aviation stakeholders wishing to exchange digital data. Fragmented and uncoordinated methods at 

the national or regional level would be inefficient and costly for all stakeholders, and ultimately 

hinder the connectivity and interoperability of digital systems, and reduce the cyber resilience of the 

aviation system. 

3.2 Exchange of information and awareness of cybersecurity   

No aviation stakeholder can protect themselves against all cyber threats. The exchange of 

information would enable all aviation stakeholders to be better prepared to deal with a range of 

cyber incidents and increase their mitigation and risk mitigation capabilities. The exchange of 

cyberspace information that affects operational safety would help to build confidence among 

aviation stakeholders, ultimately increasing the cyber resilience of the aviation system and raising the 

awareness of all stakeholders to cyber threats. 

All stakeholders are also urged to recognize that, despite the growing reliance on information 

technology, human intervention is both one of the main causes of cyber threats and the first line of 

defense against them. Operational staff, at all levels, should be trained to identify the general 

characteristics of cyber threats and to report any suspected cyber threat or cyber incident, no matter 

how commonplace. 

4. Your Action Proposals 

ICAO has been able to meet the various security challenges, which has made it possible to put in 

place appropriate measures by domain, and then to propose tools to further improve the security of 

civil aviation operations, without penalizing the efficiency. 
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Aeronautical systems will continue to be interconnected at an ever-faster pace and the digitization of 

the aviation system will continue. Without a globally coordinated trust framework, including 

governance, policy and overall technical performance requirements for interconnectivity and 

interoperability of systems, aviation cyber resilience can not be guaranteed. The exchange of 

information on cyber threats and cyber incidents, combined with appropriate training of staff, 

further strengthens cyber resilience. To continue to ensure the safety and efficiency of aviation in an 

increasingly connected and interoperable digital system, there is a need for harmonized multilevel 

cyber resilience strategies that directly benefit today and in the future from all stakeholders. 

I suggest you think about the following issues related to cybersecurity and propose actions: 

- Promoting and strengthening the establishment of a trust network including all stakeholders, 

highlighted during the discussions that took place at the 13th Air Navigation Conference in 

October 2018; 

- Proposing elements to be incorporated into the cybersecurity strategy that will be proposed 

for approval at the 40th ICAO Assembly in September 2019; 

- Proposing any action that increases the awareness of stakeholders. 
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ANNEX: SWIM (System-Wide Information Management) 

Information Management 
 

One of the objectives of the ATM operational concept is a global operation in which the network is 
considered as a series of nodes, including the aircraft, allowing or using the information. 
 
Aircraft operators with operational flight control centers will share the information, while individual 
users may do the same via applications running on any appropriate personal device. The assistance 
provided by the ATM network will, in any case, be adapted to the needs of the user concerned. 
 
Sharing the required quality and speed information in a safe environment is an essential part of the 
ATM target concept. The scope extends to all information of interest to ATM including trajectories, 
surveillance data, aeronautical information, meteorological data, etc. 
 
System-Wide Information Management (SWIM) is an essential tool for ATM applications. It provides 
an appropriate infrastructure and ensures the availability of information needed by applications run 
by members of the ATM community. The related, interoperable, homogeneous and open, 
georeferenced / time-stamped data exchange relies on the use of a common methodology and the 
use of appropriate technology and compliant system interfaces. 
 
The availability of SWIM will make it possible to deploy advanced end-user applications because it 
will provide extensive information sharing and the ability to find the right information, regardless of 
the provider. Cybersecurity is becoming a growing problem over time and a growing importance in 
the migration to information management. 
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